Tt .
@.atchﬁuard

Fireware v11.9.5 CSP 1 Release Notes

Supported Devices Firebox T10, XTM 25,26

Firebox M400, M440, M500

XTM 3, 5, 8, 800, 1500, and 2500 Series
XTM 1050, XTM 2050,

XTMv, WatchGuard AP

Fireware XTM OS Build 473275
WatchGuard System Manager Build NA
Revision Date April 10, 2015

Software Available for Download

To download software for this CSP release, go to:

ftp.watchguard.com/11.9.5 CSP/CSP1/

Username: XTM_CSP
Password: SONofTrlton

WatchGuard System Manager v11.9.5 or higher is needed to manage a device running a
Fireware XTM v11.9.5 CSP build. Fireware XTM OS v11.9.5 CSP releases are cumulative.
A description of available software files is included below the Resolved Issues section.

Resolved Issues in Fireware CSP 1 (Build 473275)

This release resolves an issue that caused the fwatch process to consume 100%
of the CPU. [BUG84950]

This release resolves a kernel crash. [BUG84635]

This release resolves a CPU lockup and reboot that occurred when using IPS or
Application Control. [BUG83883]

The lighttpd process no longer uses excessive CPU when an authentication
redirect occurs. [BUG84927]

SSL Management tunnels now display correctly in FSM and WSM when
connected to FireCluster. [RFE79696]

This release resolves an issue that caused TCP connections to be unexpectedly
closed by the Firebox or XTM device. Previously, long-lived TCP connections,
such as Remote Desktop, would close when the connection reached the
configured idle timeout, or authenticated user session timeout. These timeouts
would occur even if the TCP connection was active. [BUG84739]
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Available Files in this CSP Release

Software File

For Device Model

Information

XTM_OS_XTM800_1500_2500_11_9_5.exe

XTM 800, 1500, or
2500 devices

Appliance software to install
sysa-dl file on your computer
to upload to your XTM device
using Policy Manager or the
XTM Web Ul

XTM_0S_XTM2050_11_9_5.exe

XTM 2050 devices

Appliance software to install
sysa-d| file on your computer
to upload to your XTM device
using Policy Manager or the
XTM Web Ul

XTM_0S_XTM1050_11_9_5.exe

XTM 1050 devices

Appliance software to install
sysa-d| file on your computer
to upload to your XTM device
using Policy Manager or the
XTM Web Ul

XTM_OS_XTM8_11 9 5.exe

XTM 8 Series devices

Appliance software to install
sysa-d| file on your computer
to upload to your XTM device
using Policy Manager or the
XTM Web Ul

XTM_OS_XTM5_11 9 S.exe

XTM 5 Series devices

Appliance software to install
sysa-d| file on your computer
to upload to your XTM device
using Policy Manager or the
XTM Web Ul

XTM_0S_M400_M500_11 9 _5.exe

M400 , M500

Appliance software to install
sysa-d| file on your computer
to upload to your XTM device
using Policy Manager or the
XTM Web Ul

XTM_OS_M440_11_9_5.exe

M440 devices

Appliance software to install
sysa-d| file on your computer
to upload to your XTM device
using Policy Manager or the
XTM Web Ul

XTM_OS_XTM330_11_9_5.exe

XTM 330 devices

Appliance software to install
sysa-dl file on your computer
to upload to your XTM device
using Policy Manager or the
XTM Web Ul

XTM_0OS_XTM33_11_9 5.exe

XTM 33 devices

Appliance software to install
sysa-dl file on your computer
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to upload to your XTM device
using Policy Manager or the

XTM Web Ul
XTM_OS_XTM2A6_11 9 _5.exe XTM 25 & 26 devices Appliance software to install
(including wireless) sysa-dl file on your computer

to upload to your XTM device
using Policy Manager or the
XTM Web Ul

XTM_OS T10 11 9 5.exe Firebox T10 devices Appliance software to install
sysa-dl file on your computer
to upload to your Firebox
using Policy Manager or the

XTM Web Ul

xtmv_11 9 5.ova XTMv with VMware File to do initial installation of
XTMv for VMware

xtmv_11 9 5 vhd.zip XTMv with Hyper-V File to do initial installation of
XTMv for Hyper-V

XTM_0S _XTMV_11 9 5.exe XTMy, all editions File to upgrade an existing

XTMv installation. Applies to
VMware and Hyper-V
installations.
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