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Fireware v12.0.1 CSP 2 Release Notes

Supported Devices Firebox T10, T15, T30, T35, T50, T55, T70,
M200, M300, M370, M400, M440 M470,
M500, M570, M670, M4600, M5600

XTM 3, 8, 800, 1500, and 2500 Series

XTM 25, XTM 26, XTM 515, XTM 525, XTM
535, XTM 545, XTM 1050, XTM 2050
FireboxV, XTMv, Firebox Cloud,
WatchGuard AP

Fireware OS Build 546744
WatchGuard System Manager Build N/A
Revision Date 16 November 2017

Software Available for Download
To download software for this CSP release, goto: 12 0 1 CSP2

WatchGuard System Manager v12.0.1 or higher is needed to manage a device running a
Fireware v12.0.1 CSP build. There is no WSM update available with this CSP. Fireware
v12.0.1 CSP releases are cumulative. A description of available software files is included
below the Resolved Issues section.

Note: Because this is CSP software and not a generally available release, the Fireware
Web Ul > Upgrade OS page will display the message “This device is on an unreleased
version of the 0S”. The .exe installers are not digitally signed.

Resolved Issues in Fireware 12.0.1 CSP 2 (Build 546744)

¢ This release resolves an issue introduced with 12.0.1 CSP 1 which caused some
websites to not load properly through an HTTP proxy when using Microsoft
Internet Explorer 11 or Edge browser. [FBX-8995]

e This release resolves a proxy process crash when changing proxy actions
associated with a proxy policy. [FBX-8900]

¢ This release resolves a memory leak associated with HTTP proxy gzip file
scanning. [FBX-9079]
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Resolved Issues in Fireware 12.0.1 CSP 1 (Build 546589)

e This release resolves an issue that prevented Network Interfaces from passing
traffic after a reboot on Firebox M200/M300 appliances using Fireware v12.0.1
Build 545166. [FBX-8865]

e This release resolves an issue in previous 12.x releases that prevented
certificates from being restored in a backup image. [FBX-8705]

e This release resolves an issue that prevented certificates from correctly
synchronizing between FireCluster members. [FBX-7547]

e AFireCluster process crash has been resolved. [FBX-8283]

e The Firebox now correctly sends a new DNS query for configured FDQNs when
its TTL has expired and no DNS request was detected passing through the
Firebox. [FBX-2531]

e Users should no longer see encoding errors downloading gzip encoded files and
all page elements should fully render correctly when using the HTTP proxy with
Gateway AV Scan errors set to Allow. [FBX-8066]

¢ This release resolves an issue that prevented an HTTP POST request from
completing though an HTTP Proxy with Gateway AV enabled. [FBX-8742]

e This release resolves a small memory leak when using APT Blocker. [FBX-9034]

e This release resolves several Proxy process crashes. [FBX-8896, FBX-8925, FBX-
8899]

Available Files in this CSP Release

If you have... Select from these Fireware OS packages

Firebox M5600 Firebox OS M4600 M5600 12 0 1.exe
firebox M4600 M5600 12 0 1.zip

Firebox M4600 Firebox OS M4600 M5600 12 0 1.exe
firebox M4600 M5600 12 0 1.zip

Firebox OS M370 M470 M570 M670 12 0 1.exe
Firebox M670 firebox M370 M470 M570 M670 12 0 1l.zip

Firebox M570 Firebox OS M370 M470 M570 M670 12 0 1.exe
firebox M370 M470 M570 M670 12 0 1.zip

Firebox M500 Firebox OS M400 M500 12 0 1.exe
firebox M400 M500 12 0 1.zip
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If you have... Select from these Fireware OS packages

Firebox OS_M370 M470 M570 M670 12 0 1.exe
firebox M370 M470 M570 M670 12 0 1.zip

Firebox M470

Firebox M440

Firebox M400

Firebox M370

Firebox M300

Firebox M200

Firebox T70

Firebox T55

Firebox T50

Firebox T35

Firebox T30

Firebox T15

Firebox T10

FireboxV
All editions for VMware

FireboxV
All editions for Hyper-V

Firebox O0S M440 12 0 1l.exe
firebox M440 12 0 1.zip

Firebox 0S M400 M500 12 0 1l.exe

firebox M400 M500 12 0 1.zip

Firebox OS M370 M470 M570 M670 12 0 1.exe
firebox M370 M470 M570 M670 12 0 1.zip

Firebox OS M200 M300 12 0 1l.exe

firebox M200 M300 12 0 1.zip

Firebox OS M200 M300 12 0 1l.exe

firebox M200 M300 12 0 1.zip

Firebox OS T70 12 0 1l.exe
firebox T70 12 0 1.zip

Firebox OS T55 12 0 1l.exe
Firebox T55 12 0 1.zip

Firebox OS T30 T50 12 0 1l.exe
firebox T30 T50 12 0 1.zip

Firebox OS T35 12 0 1l.exe
Firebox T35 12 0 1.zip

Firebox OS T30 T50 12 0 1l.exe
firebox T30 T50 12 0 1.zip

Firebox OS T15 12 0 1l.exe
Firebox T15 12 0 1.zip

Firebox OS T10 12 0 1l.exe
firebox T10 12 0 1.zip

FireboxV 12 0 1l.ova
XTM OS FireboxV 12 0 1l.exe
xtm FireboxV 12 0 1.zip

FireboxV 12 0 1 vhd.zip
XTM OS FireboxV 12 0 1l.exe
xtm FireboxV 12 0 1.zip
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If you have... Select from these Fireware OS packages

Firebox Cloud

XTM 2500 Series

XTM 2050

XTM 1500 Series

XTM 1050

XTM 800 Series

XTM 8 Series

XTM 5 Series, Models 515, 525,
535, and 545 only

XTM 330

XTM 33

XTM 25/26

XTMv
All editions for VMware

XTMv
All editions for Hyper-V

firebox FireboxCloud 12 0 1.zip

XTM_0S_XTM800 1500 2500 12 0 1.exe
xtm_xtm800 1500 2500 12 0 1.zip

XTM_0S_XTM2050 12 0 1.exe
xtm_xtm2050 12 0 1.zip

XTM_0S_XTM800 1500 2500 12 0 1.exe
xtm_xtm800_ 1500 2500 12 0 1.zip

XTM_0S_XTM1050 12 0 1.exe
xtm_xtml1050 12 0 1.zip

XTM OS XTM800 1500 2500 12 0 1.exe
xtm xtm800 1500 2500 12 0 1.zip

XTM_OS _XTM8 12 0 1.exe
xtm xtm8 12 0 1.zip

XTM_OS_XTM5 12 0 1.exe
xtm xtm5 12 0 1.zip

XTM_0S_XTM330 12 0 1.exe
xtm xtm330 12 0 1.zip

XTM OS XTM3 12 0 1l.exe
xtm xtm3 12 0 1.zip

XTM 0S XTM2A6 12 0 1.exe
xtm xtm2a6 12 0 1.zip

xtmv 12 0 1.ova
XTM O0S xtmv 12 0 1l.exe
xtm xtmv_ 12 0 1.zip

xtmv_12 0 1 vhd.zip
XTM OS XTMv 12 0 1.exe
xtm xtmv 12 0 1.zip
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