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Fireware XTM v11.8.3 CPS 1 Release Notes

Supported Devices XTM 3, 5, 8, 800, 1500, and 2500 Series, XTM

25, XTM 26, XTM 1050, XTM 2050, Firebox
T10, XTMv, WatchGuard AP

Fireware XTM OS Build 444445
WatchGuard System Manager Build 444590
Revision Date March 21, 2014

Software Available for Download

To download software for this CSP release, go to:

ftp.watchguard.com/11.8.3 CSP/CSP1/

Username: XTM_CSP
Password: SONofTrl1ton

WSM v11.8.3 or higher is needed to manage a device running Fireware XTM v11.8.3
CSP. Fireware XTM OS v11.8.3 CSP releases are cumulative. A description of available
software files is included below the Resolved Issues section.

Resolved Issues in CSP 1 (Build 444445)

[BUG78328] Proxies have been correctly updated to recognize TLSv1.2 so that
HTTPS traffic is correctly blocked through the TCP-UDP proxy.

[RFE76194] Google HTTPS websites now load correctly through the HTTPS proxy
with DPI enabled if there is no response from the OCSP check.

[BUG78942, BUG78829] This release resolves an issue that caused Path MTU for
BOVPN traffic to work incorrectly in Fireware XTM v11.8 releases.

[BUG79208] The maximum number of BOVPN routes per tunnel has been
increased from 128 to 256.

[BUG77669] An issue has been resolved that caused RDP/Citrix User
authentication to stop working after an undetermined time.

[BUG78854] A crash that resulted in this log message “Kernel Panic EIP is at
€1000e_free_rx_resources+0xfc0/0x14ec [e1000e]” has been resolved.
[BUG78441] You can now complete the FTP-proxy "LIST" command when going
through a tagged VLAN.

[RFE78363] This release adds USB modem support for Sierra Wireless, AT&T
Mobile Hotspot Elevate 4G.

[BUG77846] HTTPS-Proxy traffic, when DPI is enabled, no longer fails when
browsing to some sites.
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e [BUG78216] A crashing problem that caused the log message “BUG: sleeping
function called from invalid context EIP is at nl_pid_hash_rehash+0x7c/0xd3” has

been resolved

e [BUG78798, BUG78799, BUG78454] Several kernel crashes have been resolved in

this release.

e [BUG75734, BUG60142] This release resolves a memory leak triggered by
continuous configuration changes using the CLI.

e [BUG78734] This release resolves an issue that prevented successful
configuration saves after an upgrade to v11.8.1 because of invalid dynamic

routing configuration settings.

Resolved Issues in WSM v11.8.3 CSP 1 (Build 444590)

e [RFE78094] This release adds the ability to move a managed device to an existing
device folder by right-clicking from the device.
e [BUG78643] This release resolves an Apache crash when using the Management

Server.

Available Files in this CSP Release

Software file

For Device Model

Information

WSM11 8 3.exe

All Firebox and XTM
devices

WatchGuard System
Management software

XTM_0S_XTM800_1500_2500_11_8_3.exe

XTM 800, 1500, or
2500 devices

Appliance software to install
sysa-d| file on your computer
to upload to your XTM device
using Policy Manager or the
XTM Web Ul

XTM_0OS_XTM2050_11_8 3.exe

XTM 2050 devices

Appliance software to install
sysa-d| file on your computer
to upload to your XTM device
using Policy Manager or the
XTM Web Ul

XTM_OS_XTM1050_11_8_3.exe

XTM 1050 devices

Appliance software to install
sysa-d| file on your computer
to upload to your XTM device
using Policy Manager or the
XTM Web Ul

XTM_OS_XTM8_11_8 3.exe

XTM 8 Series devices

Appliance software to install
sysa-d| file on your computer
to upload to your XTM device
using Policy Manager or the
XTM Web Ul

XTM_OS_XTM5_11 8 3.exe

Appliance software to install
sysa-d| file on your computer
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to upload to your XTM device
using Policy Manager or the
XTM Web Ul

XTM_0OS XTM330_11 8 3.exe Appliance software to install
sysa-dl file on your computer
to upload to your XTM device
using Policy Manager or the
XTM Web Ul

XTM_0OS XTM33 11 8 3.exe Appliance software to install
sysa-dl file on your computer
to upload to your XTM device
using Policy Manager or the
XTM Web Ul

XTM_0S_XTM2A6_11 8 3.exe Appliance software to install
sysa-d| file on your computer
to upload to your XTM device
using Policy Manager or the
XTM Web Ul

XTM_0S T10_11 8 3.exe Appliance software to install
sysa-d| file on your computer
to upload to your Firebox
using Policy Manager or the

XTM Web Ul

XTMv_11 8 3.ova File to do initial installation of
XTMv for VMware

xtmv_11 8 3 vhd.zip File to do initial installation of
XTMv for Hyper-V

XTM_OS_XTMV_11 8 3.exe File to upgrade an existing

XTMv installation. Applies to
VMware and Hyper-V
installations.
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